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This document defines the Policies and Procedures of the South Carolina Homeless Management System (SC-HMIS) to include the organizational structure and procedures to be followed by all users. Although the HMIS currently encompasses two of the five South Carolina homeless coalitions, we are calling this implementation the South Carolina Homeless Management System (SC-HMIS) as it is hoped that in the future all of the coalitions will use one common software and database.  This document has been approved by the SC-HMIS Steering Committee.  All Users of SC-HMIS must be provided a copy and be familiar with this document.  The most recent version of this document is available on-line at http://tchc-web.org/hmis and an email notice will be sent to all Users whenever any changes to this document are made and approved.

Agencies may not deny services or housing to clients for failure to participate in the HMIS.

1 Definition of terms

HMIS – Homeless Management Information System.  A database of provider profiles and client records containing data about the client, services needed and provided, shelter bed stays, and case notes.

SC-HMIS – South Carolina Homeless Management Information System.  HMIS in this document refers to the SC-HMIS.

User  - Anyone with a valid user ID and password to SC-HMIS.

Participant – A coalition or other organization with an agreement with Home Alliance, Inc., the organization with the contract with Bowman Internet Services, LLD (BIS) for the HMIS software and HUD HMIS grantee, to share the SC-HMIS.

Participating Agency – An agency or organization that has a current, signed contract (e.g. MOA or MOU) with a Participant.

HMIS Systems Administrator – There is one Systems Administrator for the HMIS who has complete control and access to all functions of the HMIS.

HMIS CoC Administrator or HMIS Project Manager  – Each CoC (Participant) may have an HMIS Administrator who may add and remove users and providers to the HMIS and has less authority than the HMIS System Administrator in that they are not authorized to perform functions on areas dealing with the other coalitions in the SC-HMIS nor can they share data with outside entities.

Provider – An agency that provides services to the homeless and is listed in the HMIS.  An agency that has signed an agreement with a Participant and has one or more HMIS User IDs is a Participating Agency.

Client Profile – Primary client identifiers in the HMIS: name, date-of-birth, social security number (SSN), race and ethnicity.

MOA or MOU – A Memorandum of Agreement (MOA) or Memorandum of Understanding must be executed between the project sponsor and all participating agencies.  The documents must be signed by the Executive Director of the Participating Agency.

Consent and Release form
 – A statement of the Agency’s data collection, usage, and privacy policy similar to standard HIPAA consent forms.  Our standard Consent and Release form includes not only a place to sign that the client has been informed of the agency’s policy, but also a place to sign to release disclosure of the client’s name, age, and social security number (SSN) to all agencies using the HMIS.  Additionally, the form can include an option to share assessment and services information with a specified list of local agencies.

Release of Information form
 – A form the client must sign before an agency can release any data in the HMIS, other than Client Profile data.  The release is for specific data types and to one or more specified agencies.

ServicePoint – The HMIS software we are using.  It is licensed from Bowman Internet Services, LLC (BIS).  ServicePoint meets HIPAA security requirements.

Protected Personal Information (PPI) – Any information maintained by or for an organization about a client or homeless individual that: (1) Identifies, either directly or indirectly, a specific individual; (2) can be manipulated by a reasonable foreseeable method to identify a specific individual; or (3) can be linked with other available data to identify a specific individual.  The HUD HMIS Standards lists: Name, SSN, Date of Birth (DOB), Zip Code of last permanent address, program entry and exit dates, and any unique internal identification number generated from any of these items as PPI.  PPI must have special protections to ensure that casual observers do not have access to this data.

PKI – Public Key Infrastructure certificates or extranets that limit access based on the Internet Provider (IP) address, or similar means.  This term is part of the HMIS System Administrator Toolbox  - Agency/Site Data Standards Compliance Checklist.3.
Covered Homeless Organization (CHO) – Any organization (including its employees, volunteers, affiliates, contractors, and associates) that records, uses or processes PPI on homeless clients for an HMIS.

HUD HMIS Standards - The Homeless management Information Systems (HMIS); Data and Technical Standards Final Notice, Part II issued by the Federal Register, Department of Housing and Urban Development (HUD).  The most recent standard is dated Friday, July 30, 2004.  All CHO’s using an HMIS must comply with these standards.

2 Organizational Structure

	Policy:
	1. The lead entity of the Continuum of Care (CoC) is the governing body of the HMIS.  The Project Sponsor, if different from the CoC, guides the implementation of the system.  However, the CoC is ultimately responsible for the HMIS. The CoC ensures participation of all qualified agencies in the HMIS. The CoC, if different from the Project Sponsor, ensures MOAs are executed with all qualified agencies. The CoC ensures that the HMIS is being carried out according to the guidelines set forth in the HMIS Data and Technical Standards.



	Procedure:
	1. The CoC‘s HMIS lead person (e.g.. the Project Manager or System Administrator) are the representative to the SC-HMIS Steering Committee.


3 Steering Committee

	Policy:
	1. Primary decision regarding SC-HMIS that affects all Participating Agencies is made by a Steering Committee.

	Procedure:
	1. As defined in the Participant HMIS Sharing contracts, the Steering committee comprised of one person designated by each Participant and shall meet, as needed, to make decisions regarding:

· Implementation

· Expansion

· Project management

· Policies

· Oversight

· Enforcement

· Coordination

· Contracts

· Policies and Procedures

2. Meetings shall be called by the HMIS System Administrator or at the request of any of the Participants.  Meeting times and places are arranged by the HMIS System Administrator who will also chair all meetings.  Meetings maybe conducted by email provided all participants are in agreement.


4 Access to SC-HMIS

	Policy:
	1. Access to the SC-HMIS is restricted to those with a valid user ID and password.  Only a Participating Agency may apply for a user ID.  All potential users must receive training on the HMIS before an ID and password are provided. 

2.  User IDs may not be shared.  It is one ID per user.  The only exception is ‘Volunteer’ ID where the users job share, i.e., are never on the system at the same time, and only if a log is kept of when each user is logged into HMIS. 



	Procedure:
	The steps to obtain a valid user ID and password are:

1. Agency must be an active member of one of the participating coalitions. and have a signed MOA with the Participant.  The individual accessing the HMIS must be an employee or volunteer of the Participating Agency.
2. Agency must request access to the SC-HMIS for specific individual(s) through their coalition or Participant.

3. Agency must select one or more individuals who will use SC-HMIS and request training for those individuals.  The number of users may be limited by the Participant’s HMIS HUD grant. 

4. The new user must complete training, which consists of three components:

· Client data privacy issues

· Data that must be captured and entered into the HMIS

· How to use SC-HMIS.

5. Upon completion of training, each user must sign and initial the Request for SC-HMIS User ID form.  The form must also be signed by the user’s immediate supervisor and the agency’s (or Participant’s) Executive Director.  Training may be provided by the SC-HMIS System Administrator, or other persons or organizations suggested by the System Administrator.  

6. It is the responsibility of the Participating Agency to inform the HMIS System Administrator (support@tchc-web.org) or the HMIS Project Manager (rfrierson3@sc.rr.com, only for MACH agencies) within 24 hours, sooner if possible, when a staff member who is an HMIS user leaves their employment or for other reasons should no longer have access to SC-HMIS.
Users are required to follow the Policies and Procedures defined in this document which may be updated at any time.  All users will be kept informed of changes to this document by email and the most recent version is always available at: http://tchc-web.org/p&p.  Failure to comply may result in the suspension or revocation of a User ID.


5 Types of Users (User ID’s privileges)

	Policy:
	Depending on need and training level, HMIS users may have different access to the data and functions of the HMIS.  The  SC-HMIS defines four primary levels of user access:

1. Volunteer – Non-paid staff members of an agency may be given Volunteer User ID’s.  This User ID provides for client data input, and shelter bed check-in and check-out.  This user does not have access to data entered by other users.  This is the only User ID that may be shared by more than one individual and only if each individual is time-sharing a job function and the agency must keep an accurate log of the date and times each volunteer user has access to the HMIS.

2. Case Manager – Most agency users will be assigned a Case Manager User ID.  This ID provides for new client entry and editing, data entry and editing of case notes and service transactions and bedlist check-in and check-out.  All case managers within an agency have complete access to all data entered by all other case managers and volunteer users within their agency.

Case Managers that enter data for more than one agency must sign a Business Associate Agreement with their Participant as these users will have access to data from multiple agencies.

3. Agency Administrator – This User ID provides the same access rights as Case Manager, plus access to provider profiles.  This User may assign and activate/deactivate User IDs, and reassign temporary passwords for users in their agency.  Agency Administrators may also create and delete flash news articles for their agency.  Each coalition and large agencies (those with more than 3 users and at the discretion of the CoC Project  Manager) may request an Agency Administrator User ID.  An Agency Administrator ID assigned to a CoC Provider is the equivalent of a CoC Administrator.

4. System Administrator II – This user has complete access to all data records within the HMIS and to all administrative functions within the HMIS.  There is only one System Administrator II User and that individual has access to all data entered by all individuals, all case notes, service transactions, bedlists and provider profiles.  This individual must sign confidentiality, non-disclosure agreement with the SC-HMIS grantee: Home Alliance, Inc. and specifically agrees that he/she will not disclose any HMIS data to any third party.  A copy of the signed agreement is available from Home Alliance, Inc.

Only paid staff can be provided Case Manager or higher user ID’s.  Non-paid staff (volunteers) can only receive a Volunteer user ID.

Since Case Management and higher access lever users that need to enter data for more than one agency have access to data from multiple agencies they must sign a Business Associate Agreement with the Participant.

	Procedure:
	A Participating Agency must request training for potential new HMIS users.  Once trained a user ID and password are created and provided.  The Agency Administrator or HMIS Systems Administrator ensures that the user level is consistent with the need and training.


6 Data

6.1 Ownership of Data

	Policy:
	Each agency owns the client data they enter.  However, as a partner in the SC-HMIS, each agency agrees to share data with other organizations, including organizations outside of HMIS users, provided no client identifiers are shared.

	Procedure:
	An agency that leaves the HMIS may request that all data entered by the agency be removed from the HMIS.  They may also request a copy of the primary client data in Excel worksheet format.   Requests are made to the HMIS System Administrator.


6.2 Data Privacy

6.2.1 Privacy Notice

	Policy:
	Each agency must provide ALL clients with a copy of the Consent and Release form, or post a Privacy Notice at each intake desk (or comparable location) that explains the reasons for collecting data and the general use and disclosure of such information.

	Procedure:
	Our Agency Agreement includes a Privacy Statement (Appendix E of that document)  that meets these requirements and must be posted in appropriate locations if all clients are not provided a copy of the Consent and Release form.  Agencies may modify this statement or combine it with existing privacy statements; However, any modifications must be approved by the HMIS Steering Committee.  The Privacy Statement is also posted on the web at: http://tchc-web.org/hmis/privacy.pdf .


6.2.2 Consent to Release Data

	Policy:
	Clients are the real owners of the data they provide.  Unless implied consent is provided by a client, no client data may be shared with any other users of the HMIS.

	Procedure:
	We recommend that all agencies have each client sign a copy a Consent and Release form, and provide each client with a copy if they ask for it.  This form defines our Privacy Policy and has a place for them to sign indicating they have read and understand what data we collect and how we might use it.  If this is not possible, each Participating Agency is required to post a copy of our Privacy Statement where clients will see it.  When posted, consent of the individual for data collection may be inferred from the circumstances of the collection.  Data collected is essential to the administration of local assistance programs.  The use of an electronic data storage, rather than, or in conjunction with paper forms is a right of each agency.  Attachment C in our Agency Agreement is our recommended Consent and Release form.

Our preferred Consent and Release form also includes a provision and separate signature for the client to release their name, age, SSN, race and ethnicity to ALL other users on the HMIS.  This is useful for possible later sharing of data and facilitates creating unduplicated counts.  All clients should be encouraged to check the box to allow sharing of this data.  It is only shared with other agencies that have access to the SC-HMIS and does not show what agency entered the data.

Agencies may also modify this form to add a section where the client can consent to share additional data with one or more pre-defined agencies.  An example of this is also on the web site at: http://tchc-web.org/hmis/consent2.pdf .  It is the responsibility of the HMIS System Administrator or the HMIS Project Director (MACH agencies) to configure the Agency Profile for default data sharing when an ROI is added to a client record.  The default setup is ALWAYS to not share any data with any other agency. 


6.2.3 Sharing Additional Data

	Policy:
	Agencies may share additional client data with one or more agencies with the client’s consent.

	Procedure:
	Our standard Release of Information (ROI) form also includes a provision and separate signature for the client to release their name, age, SSN, race and ethnicity to ALL other users on the HMIS.  This is useful for possible later sharing of data and facilitates creating unduplicated counts.  All clients should be encouraged to check the box to allow sharing of this data.  It is only shared with other agencies that have access to the SC-HMIS and does not show what agency entered the data.  

The ROI expires after one year and should be updated, each year when the client’s assessment is completed.  After the ROI expires the information remains in the system, but any new information added is not visible on internal reports or if the record is shared.


6.2.4 Protected Personal Information (PPI)

	Policy:
	Information that uniquely identifies an individual is Protected Personal Information (PPI) and state and federal regulations restrict how such information collected from clients may be released and disclosed.  The Client Profile (Name, Date-of-birth, Social Security Number, date-of-birth, race and ethnicity) are the key primary identifiers we collect.  All clients must be informed, via a posted Privacy Notice and/or our Consent and Release form that they sign, that we do not release this or any other information to other users on the system or anyone else without their consent.

	Procedure:
	By default the security settings in each individual Participating Agency Profile in ServicePoint are set so all data is ‘Closed’ (not available to other agencies).  A user must take specific action to make a client’s information available to other users. 


6.3 Required Data

The HUD HMIS Standards define specific data elements that must be collected and entered into the HMIS.  HUD defines two categories of data elements: a set of ‘Universal’ data elements that are required to be collected from all homeless clients served by an agency, and a set of Program Specific data elements that must be collected from all clients from agencies that receive HUD grant funds (SHP, S+C, SRO, HOPWA).

6.3.1 Universal Data Set

	Policy:
	To meet HUD requirements, the mandatory data that MUST be captured and entered for ALL clients that are identified as homeless and seen by an agency are:

· Name

· Social Security Number 
· Date of Birth

· Race and Ethnicity (Hispanic/Latino or Other)

· Gender

· Veterans Status (yes/no)

· Disabling Condition (yes/no)

· Residence Prior to Program Entry (type and length of stay)

· Zip code of last permanent address

· Program Entry Date

· Program Exit Date

· Household identification number of household (done internally in ServicePoint when user creates a household)

	Procedure:
	All Participating Agencies must use an intake form that includes all of the above items at the minimum and make every effort to obtain the information from all of its homeless clients and to enter the data into HMIS in a timely manner.  To aid in data entry these fields have red labels on the HMIS data entry screens.

We provide all Participating Agencies with a data entry form
 that includes all of these data elements and in the order in which they are presented on the HMIS entry screens.

The HMIS System Administrator will run biweekly reports that check that the above data has been entered for all clients entered or updated in the prior 30 days.  Reports will be run and an email listing client IDs and missing data will be sent at least every 2 weeks.  Agencies have 14 days to update the data.


6.3.2 Program Specific Data Elements

	Policy:
	Participating Agencies that have HUD grants (SHP, Shelter Plus Care, Section 8, SRO, or HOPWA) must also complete the Program Data Elements.  These are on the HUD-40118 Assessment screen and include the Disabilities and Monthly Income sub-assessments.  Although only required for agencies receiving HUD funds, all agencies are STRONGLY ENCOURAGED TO collect and enter HUD’s’ Program Specific Data Elements for ALL clients.  These fields have orange labels.  

The required Program Data Elements are the Universal Data Elements, plus:

· Income and source

· Non-cash benefits

· Disability details (type or types and start/end dates)

· Victim of domestic violence

· Services received

· Destination

· Reason for leaving

· Employment

· Education

· General Health Status

· Pregnancy Status

· Veteran’s Information

· Children’s Education

	Procedure:
	Participating Agencies that have HUD grants must have an intake form that includes at least all of the Universal Data elements AND the Program Data elements.  If this data is collected and correctly entered into HMIS, the system will be able to generate the required APR for the grant at the end of each grant year.

Disabilities data should not be collected or entered until clients are accepted into programs.

The HMIS System Administrator will run reports periodically that check that the above data has been entered for all clients entered or updated in the prior 30 days.  Reports will be run and an email listing client IDs and missing data will be sent at least every 2 weeks.


6.3.3 Indirectly Required Data

	Policy:
	In addition to the data items defined in HUD’s HMIS Standards, HUD requires all coalitions to create and file a Comprehensive Housing Affordability Strategy/Consolidated Plan.  This plan must include a description of the nature and extent of homeless within the jurisdiction.  In order to effectively do this there is a small number of data items that we ask all agencies to collect:

· Extent of Homelessness

· Date of Present Homelessness (this episode)

· Homelessness Primary Reason

· Homelessness Secondary Reason

· Actual of Pending Eviction (and date if true)

	Procedure:
	These data fields are available on the initial client profile screen in HMIS.


6.4 Other Data

	Policy:
	Participating Agencies may enter as much or as little additional data on each client as they feel useful. 

	Procedure:
	HMIS includes a large number of assessment screens designed for the collection of additional data.  The HMIS System Administrator creates each agency’s set of assessment screens at the direction of the agency.  Some of the possible assessments screens include:

· Children

· Children Immunizations

· Client Budget and Expenses

· Education

· Employment

· Insurance

· Legal

· Medical

· Mental Health

· Personal Strengths

· Psychosocial

· Addiction

· Family/Residence

· PATH (for any agency that has a PATH grant)


6.5 Data Integrity and Accuracy

	Policy:
	Users must make their best efforts to obtain accurate and complete information.  Users may not intentionally enter invalid or incorrect data.  Data may be entered, and corrected if necessary, within a few days of when the data is provided by the client.  Disability information should NOT be collected or entered until after acceptance into programs.

	Procedure:
	Data is reviewed periodically by Agency Administrators and the HMIS System Administrator for accuracy and completeness.

To improve data quality the HMIS System Administrator shall run data reports show clients with missing Universal Data elements and clients with missing Program Data elements.  These reports will generate emails to all users with data entered or updated within the last 30 days from when the report is run which will list clients with missing data and the data items that are missing.  Reports are to be run at least every two weeks.


7 Privacy and Security

The privacy of client data is of utmost concern for all agencies and users of SC-HMIS.

7.1 Desktop Security

	Policy:
	ServicePoint, the software used for the SC-HMIS, is accessed over the Internet. A broadband Internet connection is necessary. To maintain security, computers used to access SC-HMIS must be secured by firewall.  We recommend both a hardware firewall (router), and a software firewall, as well as anti-virus and anti-spyware applications

	Procedure:
	The following are standards to ensure desktop security:

· A recent release of a browser that supports and is configured for 128-bit SSL encryption, such as Internet Explorer version 6.0 or later, or Mozilla Firefox version 1.5 or later.

· All computers, including a single computer not on a network, must connect to the internet (usually via a cable or DSL modem) through a broadband router.  A DIRECT CONNECT TO A CABLE MODEM IS NOT ALLOWED!  Some DSL cable modems include a router/firewall and do not need an additional router.  Most cable modems supplied by cable companies DO NOT include a router/firewall and one must be placed between the modem and the computer.  If the modem includes connections for more than one computer it includes a router and is ok, otherwise a router must be added.

· If you have computers networked with wireless connections, it is recommended that you have WPA security (not WEP) and the network is password protected.  MANY ROUTERS DEFAULT TO UNSECURE WIRELESS so if your modem and/or router include wireless, you must check to ensure that you have not set up an unsecured wireless network..

· The computer used to access SC-HMIS must be protected by a personal firewall as well as anti-virus and anti-spyware software. Anti-virus/anti-spyware software must include a subscription service to keep it up-to-date, and the subscription must be kept current. Many Internet Security packages include all three applications as well as automatic updates with a subscription. Examples include Norton, AVG, CA, and Trend Micro PC-cillin, among others.

· If the computer used to access SC-HMIS is on a network, ALL computers on the network must be protected as described above.

· All desktops used for access to SC-HMIS and not in a locked room must use a screen saver set for 10 minutes or less and require a password to reactivate.  The HMIS Systems Administrator can help set up desktop computers, if needed.

· HMIS user passwords must not be written down and left near computers used to access SC-HMIS.  If they must be written down they should be carried in a wallet or purse, not left in or on your desk.

· Except for Volunteer level user ID’s, passwords may not be shared.


7.2 Data Security

	Policy:
	There are a number of state and federal regulations covering the release of client identifiable data.  The HUD HMIS Technical Standard also specifies minimum security requirements for the HMIS.  Client identifiers include name, date-of-birth and social security number.  

	Procedure:
	Data entered into HMIS is by default only visible to users in the agency that entered the data.  No other agency on HMIS can see the data another agency enters, unless specific action is taken to share a client’s data.  The System Administrator will ensure that the default setting for all Provider Profiles is set to ‘Closed’.  This means that no client data is shared until the user takes a specific action to release client data.


7.3 Individual Data Sharing, Release & Confidentiality

	Policy:
	We define three levels of data sharing:

· None (default)

· Client Profile with ALL other agencies on HMIS (requires signed release or posted Privacy Statement)

· Specific client data with specific agencies (requires signed release)

	Procedure:
	All Provider Profiles in the HMIS are set so that ALL client data is Closed – not shared with any other users.

If an agency wants to share Client Profile data they must use a Consent and Release form similar to our proposed standard form that explicitly states the purposes for which the agency collects data and provides an option to share Client Profile data and place for a signature and date.  Two of the stated purposes for collection of data must be: continuity of care, and research.

If an agency wants to share additional data with other agencies they must use a modified form of the Consent and Release that provides for sharing with specifically named agencies, or use of a Release of Information form that has provisions for specifying what data is to be shared and to which (one or more) agencies that data may be shared.

NOTE: The Systems Administrator has access to ALL client data.  This access is primarily used to provide technical support to users. The Systems Administrator has signed a confidentiality agreement that prohibits release of any data to any individual or organization.  We also have a confidentiality agreement with Bowman Internet Services, LLC, provider of the ServicePoint software, to view raw data for all clients in order to provide technical assistance.  They have also signed a confidentiality agreement as a Business Partner.

CoC Administrators and any users that can enter and/or access data of more than one agency should also sign a Business Associates agreement with the HMIS grantee.  A copy of a standard Business Associates agreement can be found at: http://tchc-web.org/hmis/ba.doc.  This must be modified for the specific agencies/individuals involved.


7.4 Sharing Client Profile (Name, Age, SSN, race and ethnicity)

	Policy:
	Client Profile is NOT shared by default.  This data MAY be shared IF the client has signed a Consent and Release form that indicates that the client has agreed to share this data with ALL HMIS agencies.

	Procedure:
	Provide ALL clients with a copy of our agency Consent and Release form.  This should be the one provided by your HMIS Systems Administrator or that has been approved by the HMIS System Administrator.  Protecting client data has no meaning if ALL agencies that may have access to the data do not follow the same polices and procedures to protect the data.

Once a signed release is obtained, action in the HMIS should be taken to implement the release.  (Instructions on how to release data is covered in the training class and in the SC-HMIS Users Manual.)


7.5 Sharing Assessments and Other Data

	Policy:
	Client data is by default NOT shared with other agencies.  Agencies may share additional client data, besides the Client Profile data, but only if the client has signed a release. Since the SC-HMIS is a “closed system” sharing of information is not retroactive so agencies must agree earlier on, if they want to share information.

	Procedure:
	There are two options to share additional data: 1) Modify the standard Consent and Release form to add a provision to share assessment and needs/service data with listed local agencies (the standard Consent and Release Form in Appendix 8.1 includes this option).  This is practical if a small group of local agencies agree to share data; 2) Have the client sign a separate Release of Information form that explicitly lists (or is checked) the types of data to share and a list a specific agencies to share the data with.

The Agency Administrator or HMIS Systems Administrator must add to your Provider Profile a list of potential agencies that you would make referrals to and may share data with.  Your Provider Profile may also list specific data (assessments, needs/services, etc.) and specific agencies to share data with (option 1 above).

Instructions on how to release data is covered in the training class and in the SC-HMIS Users Manual.  If you have implemented option 1 above, entering an ROI will activate the sharing of data as specified in your Provider Profile.  If you implement option 2 above, besides entering an ROI you will have to specifically select the assessments to share, and the agencies to share the data with.


7.6 Aggregate Data Sharing and Release

7.7 Reports:

	Policy:
	Reports generated by any Participant Agency or the HMIS Systems Administrator may be made public and/or shared with other agencies and organizations PROVIDED the report contains NO CLIENT IDENTIFIERS.

	Procedure:
	Any reports that include a client’s name, date of birth and/or social security number MAY NOT BE shared outside of your agency.


7.8 Data Extracts:

	Policy:
	General extracts (Excel worksheets, CSV or any other format) of data in HMIS may not be shared with any other agency or organization if it contains any client identifiers (name, data-of-birth, and/or social security number).

The exception to this policy is that extracted data with client identifiers may be shared with another organization for research purposes PROVIDED there is an agreement in place between the Participant and the third party.  The agreement must include a provision that restricts use of client identifiers to creating a unique id for the client record for the purpose of matching this client with clients with the same identifier from other data sources.  However, the data with client identifiers cannot be reproduced in any form and it must be deleted once its purpose of data matching is complete.

	Procedure:
	To share data with a third party for the purpose of research and aggregate reports with data matched from other data sources, the Participant must have a signed Memorandum of Agreement (or contract) with the third party explicitly detailing the constraints of access to, reproduction of, and distribution of the data as outlined above.  IT IS HIGHLY recommended that the MOA be reviewed by the HMIS System Administrator prior to signing.


8 Technical Support and System Availability

	Policy:
	The System Administrator and some Agency Administrators shall provide technical support as needed.

	Procedure:
	Users should call or send email to the HMIS System’s Administrator or, for MACH, the CoC Project Manager.

In addition, a ‘Toolbox Checklist’ of HMIS Requirements, Response (compliance), Assessment and Action Items is available on: http://tchc-web.org/hmis/toolkit.pdf .  This document should be used by CoC HMIS administrators to periodically review agency compliance with our Policies and Procedures and assist, where practical, with technical support to help agencies comply..


9 Appendix

9.1 Consent and Release form.

9.2 Authorization for Release of Information.

9.3 Housing Survey Form

9.4 Request for User ID

<Agency Name>

CONSENT AND RELEASE OF INFORMATION

<Agency Name> is a participant in the South Carolina Homeless Management Information System (SC-HMIS).  We wish to notify you of the following information regarding data collection and storage in a community-wide, client tracking information system.

Please read the following statements (or ask to have them read to you), and make sure you have had an opportunity to have your questions answered.

You are not legally required to provide any information.  Any information you choose to provide will help to improve services that your community can offer you.

Only summary information without your name or other personal identifiers will be reported to offices and organizations that plan and fund homeless services.  We do not share any personally identifiable information collected with other homeless service providers, law enforcement agencies or any other organizations without your written consent, except as  provided herein or by court order or subpoena.
Besides coordinating services and continuity of care, information collected about you may be used and disclosed to:

· Improve the quality and care of services provided.

· Administer programs.

· Monitor the outcomes of services that are provided to you.

· Comply with legal requirements.

· Protect victims of abuse and neglect.

· Participate in research.

· Avert serious threat to health/safety.

We will take reasonable precautions to protect personal information in the system from unauthorized modification, use, and disclosure.

By signing below, I certify that I understand the provisions in this document, and that I have had an opportunity to have my questions answered.

I have read and understand this document: 

X _____________________________________

Print name:

________________________
Date: _______

It is helpful to us, and to you, to share some information with other agencies using this HMIS  We only share information as specified and agreed to herein unless you sign a specific Release of Information form to share additional data with other agencies or organizations.  If you check ‘No’ below, we share no client identifiable information.  Please check one or both ‘Yes’ options OR the ‘No’ option:

[  ] Yes, I agree to share all information, except Case Notes, which may include information about the diagnosis or treatment of a mental health disorder, drug or alcohol disorder, HIV, AIDS, or domestic violence concerns as well as other needs and services provided, with the following agencies: 

· <Agency 1>

· <Agency 2>

· <Agency 3>

· <Agency 4>

 [  ] Yes, I agree to share ONLY name, date-of-birth,  social security number (if provided), race and gender with ALL agencies on this HMIS, OR

[  ] No, I do not agree to share my data.  

X _____________________________________

Print name:

_______________________
Date: _______

Witness:

________________________
Date: _______

AUTHORIZATION FOR RELEASE OF INFORMATION

I,_________________________________ , _______________________, __________________ 

  
 Client Name

SSN


DOB

authorize (agency name) ________________________________________________________ to release/obtain information identified below from my files for the purpose of providing services and treatment.  Information may be released in verbal, written, or electronic forms.

Agency with whom information is to be exchanged:

______________________________________________________________________________

Type of information to be released is limited to:

( Profile and Assessments, except medical related
( Financial / Work history

( Mental health assessment/progress
( Substance abuse assessment/progress

( Case Notes
( Services Provided

( Medical / Health information – Specify:_________________________________________

This information is to be released for the purpose of continuity of care.

I understand that my records are protected under federal and state confidentiality regulations, and cannot be disclosed without my written consent, unless otherwise provided for in the regulations. I also understand that I may revoke this consent at any time, however this does not apply to information released prior to the revocation, and that unless an earlier expiration is provided below this content automatically expires in one (1) year.

I understand that my medical records may contain information about such things as alcohol, drug use and/or HIV status. I also understand that my record may be part of a homeless services database.  Information released may not be re-released without a separate signed consent.

 Information may be released immediately and covers information provided by me or related to services provided to me by this agency beginning with our first encounter and shall be valid until: ____________.

Executed this ______________day of _______________________ 20 _______.

_______________________________
________________________________

                 Client signature

Witness signature

Date ______________
Client ID Number __________

	First Name  ________________   MI ____   Last Name  ______________   Suffix ____(Jr, Sr, I, II, III)

	SSN:  _______ - ____ - _______
OR
 FORMCHECKBOX 
 Don’t Know
 FORMCHECKBOX 
 Refused

	Date of Birth: __________________ (mm/dd/yyyy – Enter 6/1/<year of birth> if no exact date)

	Gender: 
 FORMCHECKBOX 
 Female
 FORMCHECKBOX 
 Male
 FORMCHECKBOX 
 Transgender
 FORMCHECKBOX 
 Unknown

	Primary/Secondary Race (mark with 1 – primary, 2 – secondary if mixed race):

 FORMCHECKBOX 
 American Indian or Alaskan Native 
 FORMCHECKBOX 
 Native Hawaiian or other Pacific Islander

 FORMCHECKBOX 
 Asian
 FORMCHECKBOX 
 Black or African American

 FORMCHECKBOX 
 White
 FORMCHECKBOX 
 Other

 FORMCHECKBOX 
 Other Multi-racial

	Hispanic/Latino?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

	Where are you living? 
(Institution – Had home to return to?    FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No)
 FORMCHECKBOX 
 Don’t Know

 FORMCHECKBOX 
 Jail, Prison or Juvenile Facility

 FORMCHECKBOX 
 Refused
 FORMCHECKBOX 
 Substance Abuse Treatment Center

 FORMCHECKBOX 
 Own House/Apartment
 FORMCHECKBOX 
 Hospital

 FORMCHECKBOX 
 Subsidized Housing
 FORMCHECKBOX 
 Psychiatric Hospital or Facility

 FORMCHECKBOX 
 Living with Family
 FORMCHECKBOX 
 Foster care/group home

 FORMCHECKBOX 
 Living with Friends


 FORMCHECKBOX 
 Rental House/Apartment
 FORMCHECKBOX 
 Other: ___________________________________

HUD Homeless:

 FORMCHECKBOX 
 Place not meant for habitation (“on the street”) 
 FORMCHECKBOX 
 Homeless or Emergency Shelter


 FORMCHECKBOX 
 Transitional Housing for Homeless
 FORMCHECKBOX 
 Crisis Shelter (DV/Abuse Situation)

 FORMCHECKBOX 
 Hotel/Motel without emergency shelter (very short term)

Other Homeless:

 FORMCHECKBOX 
 Doubled up
 FORMCHECKBOX 
 Staying with friends or family for short stays

	Length of Stay at that location?

 FORMCHECKBOX 
 One week or less
 FORMCHECKBOX 
 More than one week, but less than one month

 FORMCHECKBOX 
 One to three months
 FORMCHECKBOX 
 More than three months, but less than one year

 FORMCHECKBOX 
 One year or longer

	If homeless, extent of Homelessness? 
 FORMCHECKBOX 
 1st Time
 FORMCHECKBOX 
 1-2 Times in past


 FORMCHECKBOX 
 4 or more times in past 3 years 
 FORMCHECKBOX 
 Long term (2 years or more)

	Zip Code of Last Permanent Address: ___________ 
or


City: ______________________  State: _____ 
or 
 FORMCHECKBOX 
 Don’t Know
 FORMCHECKBOX 
 Refused

	Do you have a disability of long duration?

 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No
 FORMCHECKBOX 
 Don’t Know
 FORMCHECKBOX 
 Refused

(Answer Yes if you have: AIDS/HIV, substance abuse problem, Mental Illness, Physical or Developmental disability, physical or mobility limits, or other disability.)

	US Military Veteran? 
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
 FORMCHECKBOX 
 Don’t Know
 FORMCHECKBOX 
 Refused

	Unemployed?   FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

If unemployed, looking for work?   FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

If not, Employer: ​​​​​​​​​________________________________

	Highest level of education?

 FORMCHECKBOX 
 High school

 FORMCHECKBOX 
 Vocational
     FORMCHECKBOX 
 College (# years: ____)
or  FORMCHECKBOX 
 Last grade completed: _____


	Mainstream Services received (monthly amount): 
 FORMCHECKBOX 
 SSI ($_______)
 FORMCHECKBOX 
 SSDI ($_______)
 FORMCHECKBOX 
 Food stamps ($______)
 FORMCHECKBOX 
 TANF ($______)
 FORMCHECKBOX 
 Section 8

 FORMCHECKBOX 
 VA ($_______)

	Monthly Household Income?  $______________
Number in household? ______ 
Number of adults? ______


	If household, Type: 
 FORMCHECKBOX 
 Couple, no children
 FORMCHECKBOX 
 Two parent family
 FORMCHECKBOX 
 Non-custodial care-giver

 FORMCHECKBOX 
 Single Female Parent
 FORMCHECKBOX 
 Single Male Parent
 FORMCHECKBOX 
 Foster Parent(s) 
 FORMCHECKBOX 
 Grandparent(s) with Child(ren)



	Household Members: 
 Gender
 Relationship to

             Name_________
Date of Birth 
            SSN___ _____
(M/F)
Race
(Head of Household)
1. _______________________      __________       ______-____-________    _____  ________
______________
2. _______________________      __________       ______-____-________    _____  ________
______________
3. _______________________      __________       ______-____-________    _____  ________
______________
4. _______________________      __________       ______-____-________    _____  ________
______________

5. _______________________      __________       ______-____-________    _____  ________
______________

	If Homeless, Homeless Primary and Secondary Reasons (enter 1 and 2):

 FORMCHECKBOX 
 Unable to pay Rent/Mortgage
 FORMCHECKBOX 
 Unemployed/Low Income
 FORMCHECKBOX 
 Family/Personal Illness

 FORMCHECKBOX 
 Loss of Public Assistance
 FORMCHECKBOX 
 Physical/Mental Illness
 FORMCHECKBOX 
 Release from Institution

 FORMCHECKBOX 
 Substandard Housing
 FORMCHECKBOX 
 No Affordable Housing
 FORMCHECKBOX 
 Substance Abuse Problems

 FORMCHECKBOX 
 Loss of Transportation
 FORMCHECKBOX 
 Loss of Job
 FORMCHECKBOX 
 Health/Safety

 FORMCHECKBOX 
 Divorce
 FORMCHECKBOX 
 Eviction
 FORMCHECKBOX 
 Utility Shut Off

 FORMCHECKBOX 
 Victim of DV
 FORMCHECKBOX 
 Criminal Activity
 FORMCHECKBOX 
 Medical Condition

 FORMCHECKBOX 
 Other: _________________________________________________________________________

	Identification Seen:

 FORMCHECKBOX 
 SS Card
 FORMCHECKBOX 
 Driver’s Lic. (State: _____)        FORMCHECKBOX 
 State ID  (State: ____)     FORMCHECKBOX 
 Other: ___________________

	Primary Monthly Expenses:
Rent/Mtg: $____________
Utilities: $____________
Car Payment: $____________

Other:  (item/amount):   _________________/$________
________________/$__________


DO NOT WRITE BELOW THIS LINE

Service Provided (Enter Services Provided or Needs Referred to another agency):

	Start
	End
	Services (Select from codes below or enter description)
	Referred To:

	
	
	Emergency Food
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Services:

	Shelter/Housing:
	HS– Homeless Shelter

CS – Crisis Shelter

	Basic Needs:
	ME – Meals
EF – Emergency Food 
CL - Clothing

P/G – Personal/Grooming Needs
GM – Gas money

	Basic Needs (Financial):
	MEA – Medical Expense Assist. 
RA – Rental Assistance
MV – Motel Voucher


UA – Utility Assist.

PEA – Prescription Expense Assist.

	Education:
	GED – GED Instructions

	Health Care:
	GMC – General Medical Care
SO – Street Outreach


	Income Security:
	JFA – Job Finding Assistance
PA – Public Assistance (referral to DSS)


Notes: _______________________________________________________________________________________

_____________________________________________________________________________________________

_____________________________________________________________________________________________

REQUEST FOR SC-HMIS (ServicePoint) USER ACCOUNT

Homeless Management Information System

Account Type (check one):

 FORMCHECKBOX 
 Case Manager

 FORMCHECKBOX 
 Volunteer

Case Manager users have full access to all aspects of ServicePoint, but have no administrative rights.

Volunteer users can enter data, and assign beds and refer clients, but can only view name, date-of-birth and SSN of client data.

Please complete the following:

Employee Name: 
     

Employee Email Address:
     

Partner Agency Name: 
     

Except in job-sharing situations, each user requires a unique username and private password.  Use of another user’s username and/or password or account may be grounds for immediate termination of participation in the SC-HMIS (removal of all access for all users).  In job-sharing situations, a written log of when each user would have access must be maintained.

A User ID will be assigned and emailed to the user.  Upon receipt the user should call the HMIS System Administrator for their temporary password.

Please have employee initial and sign the Confidentiality and Responsibility Certification below.

SC-HMIS USER

CONFIDENTIALITY AND RESPONSIBILITY CERTIFICATION

I agree to maintain strict confidentiality of information obtained through the ServicePoint SC-Homeless Management Information System (SC-HMIS).  This information will be used only for legitimate client service and administration of the above named agency.  Any breach of confidentiality will result in immediate termination of participation in the SC-HMIS.

Initial each item
_____
I understand that my username and password are for my use only (or job-sharing counterpart).

_____
I understand that I must take all reasonable means to keep my password physically secure. Specifically, passwords are not to be left on or near the computer or my desk.

_____
I understand that the only individuals who can view data within the SC-HMIS are authorized users and the clients to whom the information pertains.

_____
I understand that I may only view, obtain, disclose, or use the database information that is necessary in performing my job.

_____ 
I understand that these rules apply to all users of SC-HMIS whatever their role or position.

_____
I understand that hard copies of SC-HMIS must be kept in a secure file.

_____
I understand that once hard copies of SC-HMIS are no longer needed, they must be properly destroyed to maintain confidentiality.

_____
I understand that if I notice or suspect a security breach I must immediately notify the SC-HMIS System Administrator (see below).

_____
I understand that I may not intentionally enter incorrect data.

I understand and agree to the above statements.

Employee’s Signature: ______________________________________
Date:
______________

Supervisor’s Signature: _____________________________________
Date:
______________

Executive Director’s Signature:  ______________________________
Date:
______________

________________________________

SC-HMIS System Administrator:

David King

(843) 484-0257

dking@tchc-web.org

This request/certification must be completed by all users and existing users annually


If you have any questions, please contact the HMIS Systems Administrator at (843) 484-0257.


Please send the signed and initialed copy to the System Administrator or for MACH to the HMIS Project Manager


At Trinity Housing Corporation, 2400 Waites Road, Columbia, SC 29204 





.


 








� A sample copy is in the Appendix


� A sample copy is in the Appendix.


3A sample copy is in the Appendix








� Sample intake form is in Appendix.
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